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If you need further information, please visit our website www.opentc.net or contact 
the coordinator:

Technikon Forschungs-und Planungsgesellschaft mbH
Richard-Wagner-Strasse 7, 9500 Villach, AUSTRIA
Tel.+43 4242 23355 –0
Fax. +43 4242 23355 –77
Email coordination@opentc.net

The information in this document is provided “as is”, and no guarantee 
or warranty is given that the information is fit for any particular purpose. 

The user thereof uses the information at its sole risk and liability.
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1 Introduction and Executive Summary
The OpenTC exploitation strategy is geared towards  implementation and transfer of 
the technology developed within the project, maximising the benefits for the project 
participants, and promotion of a European approach for Trusted Computing. Planning 
of the exploitation of project results began in M13. Independent from this, OpenTC 
partners HP Labs, IBM Labs, and SuSE have since introduced preliminary results of 
OpenTC to various corporate product divisions, where the inclusion of several project 
results is planned or under investigation.

The chances for exploiting OpenTC results hinge critically on the future proliferation of 
both virtualisation technology and Trusted Computing features. According to recent 
market studies, the importance of virtualisation is growing, in particular in the server 
sector. Virtualisation is also expected to be increasingly used on client machines – 
Gartner  Research1 predicts  more  than  500  million  desktops  and  notebooks  to  be 
equipped with this technology until 2011. This forecast is based on the observation 
that active customer demand is not required to drive the uptake; the  major driving 
force  behind  this  massive  deployment  on  client  platforms will  be  the  inclusion  of 
virtualisation  technology  in  standard  OS  distributions  from  Microsoft  from  2009 
onwards.

A core activity of OpenTC  is to investigate options for merging Trusted Computing and 
virtualisation technology into open trusted virtualisation technology that can be used 
in conjunction with  non-proprietary guest operating systems such as Linux.  Strictly 
speaking, aspects of interoperability with and support for proprietary guest OSes are 
therefore out of the project's scope. The advent of virtualisation, however, presents a 
unique  opportunity  for  fulfilling  evolutionary  strategies  for  migrating  between 
proprietary and non-proprietary execution environments. Both can then be used in 
parallel to play to their respective strengths. in particular on client systems, and users 
should also be in a position to freely choose between different types of hypervisors 
(including proprietary and non proprietary ones) with regard to their capabilities, level 
of validation etc.

This observation applies to both server and client scenarios.  Interoperability for non-
proprietary  and  proprietary  host  operating  systems  can  therefore  be  considered 
crucial  for  the  chances  of  commercial  success  for  OpenTC,  and  we closely  follow 
developments of XEN and L4 to support virtualised instances of Microsoft's operating 
system  as  hosts.  Microsoft  on  its  part  has  launched  initiatives  to  improve 
interoperability  in  mixed source environments and have set  up co-operations with 
XenSource and OpenTC partner SuSE/Novell as part of their strategy.

However, these initiatives have not extended to operating systems running on client 
machines so far, and non-proprietary approaches to (trusted) virtualisation face some 
difficulties arising from end user licenses that disallow virtualisation of OEM versions of 
Microsoft's operating system. In Europe, the actual validity of such licensing terms is a 
matter of national legislation,  while there is a lack of a joint European approach to this 
question. A harmonised European view on the legal status would undoubtedly further 
the prospects of trusted virtualisation.

Like any strategy, OpenTC's exploitation plans will be subject to future updates and 
changes to reflect and react to ongoing developments in technology and markets. We 

1 B. Gammage, G. Shiffler III: Forecast for PC Virtualization. Gartner Research, ID G0015106, 
8. August 2007
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therefore consider this paper a working document that is likely to be be amended over 
time following market trends and technology evolutions.
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2 Strategic Considerations
Since the launch of the OpenTC project, hardware-based attacks on Trusted Platform 
Modules  (which  are  explicitly  outside  the  scope  of  the  TCG  specification)  were 
conceptualised  by  OpenTC  partners  KUL  and  RUB,  while  TUD  demonstrated their 
actual technical feasibility. It turns out that the costs for these attacks are close to 
zero – much smaller than, for example, those for breaking the protection of gaming 
consoles or set-top-boxes – and their relative ease leads to the conclusion that the 
current generation of TCG technology is unsuitable for any serious enforcement of 
DRM  on  consumer  platforms.  In  fact,  the  TCG  has  long  maintained  that  Trusted 
Computing was not designed for this purpose in the first place.

Protection against this class of attacks requires shielding the electric bus, which can 
be achieved by integrating TPMs into CPUs or bus controllers. This, however, has so far 
only be announced for high-end platforms. In near future, DRM-related use of TPMs 
therefore appears to  be an unlikely candidate to drive the application of  Trusted 
Computing (and OpenTC) technology. Plans for embedding TPMs in other hardware 
elements have also raised concerns in European IT security agencies. As long as these 
agencies have not released recommendations on this matter, the level of future public 
acceptance of and support for TCG technology is anyone's best guess.

Xen  has  aroused  the  interest  of  security  agencies  and  will  be  investigated  for 
certification at EAL5 by the US Naval Labs (with huge contributions from the NSA). 
Given the current lack of documentation and the absence of evaluation-conformant 
software development processes for Xen, this is likely to become a long term effort. 

The level and quality of resources that are likely to be invested for this cannot even 
remotely  be  matched  by  OpenTC,  and  it  would  therefore  be  of  advantage  if  the 
OpenTC project could make use of this initiative. However, while the security model 
has been made public, it is not known whether this will be true for other results and 
the test environment as well. The same is true for other international  activities that 
are in line with the OpenTC approach, namely Samsung's project to port Xen to mobile 
devices using Arm 9 processors and Innotek's work on a bare-metal hypervisor based 
on L4/Fiasco, the latter being developed by OpenTC partner TUD. 

The most important strategic change during 2007 was the acquisition of XenSource – 
the commercial entity spun out of CUCL's research on hypervisors – by Citrix Systems. 
This development has rendered substantial parts of the OpenTC exploitation plan draft 
invalid at month M16, since the commercial implications of the acquisition were and 
still  are  quite  unclear.  The  OpenTC  partners  IBM,  HP,  and  SuSE/Novell  are  in  the 
process of re-evaluating their corporate strategies with regard to Xen. While this is 
likely  to  have  very  limited  impact  on  immediate  OpenTC  results  (components, 
demonstrator  prototype,  OpenTC  distribution),  it  raises  mid-term  questions  about 
continued maintenance and support  for  an independent OpenTC distribution,  since 
partners  such  as  HP,  IBM  or  SuSE/Novell  may  decide  to  leverage  commercially 
supported versions of Xen rather than continuing to pour their  own resources into 
developing tailored, Xen-based solutions.
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